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1 About the Software

SANTA-G services are a specialized non-invasive complement to other more intrusive monitoring services.
One application of these services would be in validation and calibration of both intrusive monitoring
systems and systemic models, and also for performance analysis. The objectives are to:

1. allow information captured by external monitoring instruments to be introduced into the Grid
information system,

2. support analysis of performance using this information.

The prototype illustrates these concepts with a NetTracer, a demonstrator that allows a user to analyse
the network traffic on a site. In reality the underlying concepts have wider applicability; they allow
information from a great variety of instruments to be accessed through the Grid information system.

1.1 Software Components

The SANTA-G NetTracer has three main components, the Query Engine, the Sensor and the Viewer. A
Sensor can be run in one of three modes, static, dynamic or snort. A static sensor is used when there is
a pre-existing set of log files, whereas a dynamic Sensor will start TCPdump at startup and dynamically
generate log files. The Sensor informs the QueryEngine when a new file is started, or in the case of a
static Sensor informs the QueryEngine about the set of files at startup. The sensor also provides access
to the log files stored on its host machine by starting a fileserver which only the authorised QueryEngine
has access to. The QueryEngine maintains tables of information about connected Sensors, and also the
log files associated with each Sensor. It makes this information available to users, and the SANTA-G
Viewer, through the R-GMA. It is the QueryEngine that receives queries from the R-GMA (by way of its
CanonicalProducer interface), carries out the query on the appropriate log file, and returns ResultSets to
the R-GMA. The Viewer allows a user to view, and query log files. The Viewer has two panels, a Packet
View panel and a Query Panel. The Packet View panel displays packets from the log file graphically,
whereas the Query panel allows a user to enter and execute an SQL query. The results of the query
are displayed in a table. The Viewer also provides an SQL query builder to simplify the construction of
complex queries. The Viewer sends the SQL queries to the SANTA-G QueryEngine through the R-GMA
by using an R-GMA Consumer. Access to an R-GMA server that is running the R-GMA Servlets is
required by both the QueryEngine component and the Viewer.

The following lists the SANTA-G RPMs that should be installed on the different node types within a
CrossGrid site. The QueryEngine can be installed on any node that has access to the R-GMA host, and
to which the Worker Nodes have access. The Viewer can be installed on any node that has access to the
R-GMA host.

Worker Node: (hosts the SANTA-G Sensor component)

1. cg-santag-sensor1

(a) cg-santag-common1

2. cg-lcfg-santag2

Storage Element: (hosts the SANTA-G QueryEngine)

1. cg-santag-queryengine1
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(a) cg-santag-common1

2. cg-lcfg-santag2

Workstation: (hosts the Viewer, can be any node with access to R-GMA Registry host machine via port
8080)

1. cg-santag-viewer1

(a) cg-santag-common1

R-GMA Host: (node hosting the R-GMA Registry and Schema, possibly also the Producer Servlets,
although these can be hosted on another separate node)

1. edg-rgma-servlets3

(a) edg-rgma-common3

(b) edg-rgma-api-java3

(c) j2sdk4

(d) MySQL4

(e) tomcat44

The following figure (Figure 1.1) summarises the suggested deployment of the SANTA-G system.

Figure 1.1: Suggested SANTA-G Deployment

1.2 Dependencies

The following section provides dependency lists for each of the SANTA-G components.

The EDG R-GMA RPM’s, such as edg-rgma-api-java, have a number of further dependencies. RPM’s
for all of the R-GMA dependencies can be found on the R-GMA downloads page4.

1https://savannah.fzk.de/distribution/crossgrid/autobuilt/i386-rh7.3-gcc3.2.2/wp3/RPMS/
2https://savannah.fzk.de/distribution/crossgrid/autobuilt/i386-rh7.3-gcc3.2.2/wp4/RPMS/
3http://hepunx.rl.ac.uk/edg/wp3/downloads/released/index.html
4http://hepunx.rl.ac.uk/edg/wp3/downloads/deps.html
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1.2.1 Sensor Dependencies

The SANTA-G Sensor depends on Tcpdump. It uses this to gather network packets from the network
and to store them in log files. The sensor provides access to the log files to the QueryEngine by using
a FileServer that listens on a socket for file requests from the QueryEngine. All communcation on this
socket is over SSL and the client must have a valid host certificate in order to be granted access to a file.

SANTA-G Sensor:

1. cg-santag-sensor1

(a) cg-santag-common1

(b) edg-java-security-client4

(c) tcpdump2 >= 3.7.2

2. snort2

3. j2sdk 4

1.2.2 QueryEngine Dependencies

The QueryEngine depends on the R-GMA client packages. It only requires the Java API packages to be
installed, and correctly configured. The QueryEngine host must have access to an R-GMA server, that
is running the R-GMA Servlets.

SANTA-G QueryEngine:

1. cg-santag-queryengine1

(a) cg-santag-common1

(b) edg-rgma-api-java3

i. edg-rgma-common3

(c) edg-rgma-sqlutil3

2. j2sdk4

1.2.3 Viewer Dependencies

The Viewer also requires the R-GMA Java API packages to be installed and configured. It must have
access to an R-GMA Servlets host on port 8080.

SANTA-G Viewer:

1. cg-santag-viewer1

(a) cg-santag-common1

(b) edg-rgma-api-java3

i. edg-rgma-common3

(c) edg-rgma-sqlutil3

2. j2sdk4

1https://savannah.fzk.de/distribution/crossgrid/autobuilt/i386-rh7.3-gcc3.2.2/wp3/RPMS/
2https://savannah.fzk.de/distribution/crossgrid/crossgrid/wp3/wp3 3-moninfr/
3http://hepunx.rl.ac.uk/edg/wp3/downloads/releases/index.html
4http://hepunx.rl.ac.uk/edg/wp3/downloads/deps.html
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2 Installation in the CrossGrid testbed

The CrossGrid testbeds are managed by the LCFG deployment support tool. This tool allows for the
automatic installation of the software on all the required nodes.

2.1 RPM Lists for LCFG

This section provides RPM lists that should be included in the rpm list files of the components host
machine.

santag-server-rpm:

1. cg-wp3.3.2-santag-common

2. cg-wp3.3.2-santag-queryengine

3. cg-wp3.3.2-santag-doc

4. cg-wp3.3.2-santag-examples

5. cg-lcfg-santag

This list should be included in the Storage Element rpm list.

santag-sensor-rpm:

1. cg-wp3.3.2-santag-common

2. cg-wp3.3.2-santag-sensor

3. cg-wp3.3.2-santag-doc

4. cg-wp3.3.2-santag-examples

5. cg-lcfg-santag

This list should be included in the Worker Node rpm list. The RPMS for the dependencies listed above
should already be present in the testbed.

2.2 Profile Modifications for LCFG

In order to configure the SANTA-G components LCFG objects have been provided. These are available
as two RPM packages:

1. cg-lcfg-santag

2. cg-lcfg-santag-defaults-s1

The package cg-lcfg-santag should be installed on any node hosting either a QueryEngine or Sensor
component. The package cg-lcfg-santag-defaults-s1 should be installed on the LCFG server.

In order to configure the SANTA-G system using LCFG a profile must be created. A default profile is
provided as santag-1.def. A profile should be created for both the QueryEngine and Sensor components.
The following two sections describe how to create these profiles.

installation.pdf PUBLIC 8/24



CrossGrid Installation Guide - SANTA-G

2.2.1 QueryEngine LCFG Profile

Figure 2.1 provides an example LCFG profile for configuring the QueryEngine component.

/*
SANTAG-server-cfg.h
======================================
Configuration for SANTA-G QueryEngine
*/

/* OBJECT SANTA-G
-------------------------------------*/
EXTRA(profile.components) santag
profile.version_santag 1
santag.ng_reconfig configure
EXTRA(boot.services) santag

/* Configuration. */
santag.cglocation /opt/cg
santag.Sensor no
santag.QueryEngine yes
santag.RgmaPropsLocation /opt/edg/var/edg-rgma
santag.SiteId csTCDie
santag.QueryEngineHost cagnode47.cs.tcd.ie
santag.QueryEnginePort 8998
santag.QueryEngineLogging ON
santag.QueryEngineLogLocation /opt/cg/var/log/santag
santag.QueryEngineMaxLogFileSize 5
santag.QueryEngineMaxNoLogFiles 5

Figure 2.1: SANTA-G QueryEngine Example LCFG Profile

The various parameters for configuring the QueryEngine are as follows:

cglocation the path to the CrossGrid installation. This will most likely be /opt/cg.

Sensor indicates that this configuration is for the Sensor component, should be set to no.

QueryEngine indicates that this configuration is for the QueryEngine component, should be set to yes.

RgmaPropsLocation the path to the directory that contains the rgma-defaults file. This will be
/opt/edg/var/edg-rgma by default.

SiteId the ID of the site hosting the QueryEngine.

QueryEngineHost this should be set to the fully qualified domain name of the machine hosting the
QueryEngine (i.e. the machine that this profile is being written for).

QueryEnginePort this is the port that the QueryEngine will use for communication with the Sensors
and the R-GMA Server.

QueryEngineLogging determines whether QueryEngine logging should be turned on or off. Should be
set to ON or OFF.

QueryEngineLogLocation the directory into which the QueryEngine log files will be written.
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QueryEngineMaxLogFileSize the maximum size in MB of the QueryEngine log files.

QueryEngineMaxNoLogFiles the maximum number of log files that should be maintained.

2.2.2 Sensor LCFG Profile

Figure 2.2 provides an example LCFG profile for configuring the Sensor component.

/*
SANTAG-sensor-cfg.h
===================================
Configuration for SANTA-G Sensor
*/

/* OBJECT SANTA-G
-------------------------------------*/
EXTRA(profile.components) santag
profile.version_santag 1
santag.ng_reconfig configure
EXTRA(boot.services) santag

/* Configuration. */
santag.cglocation /opt/cg
santag.SiteId csTCDie
santag.Sensor yes
santag.QueryEngine no
santag.QueryEngineHost cagnode47.cs.tcd.ie
santag.QueryEnginePort 8998
santag.FsPort 8999
santag.QueryEngineDn /C=IE/O=Grid-Ireland/OU=cs.tcd.ie

/L=RA-TCD/CN=host/cagnode47.cs.tcd.ie
santag.CaCertificates /etc/grid-security/certificates/*.0
santag.SensorType DYNAMIC
santag.SensorTcpDumpArgs -a tcp or udp or icmp
santag.SensorTracePath /opt/cg/var/log/santag-tcpdump
santag.SensorArchive DELETE
santag.SensorMaxFileSize 5
santag.SensorQueueSize 5
santag.EdgTrustClientJar /opt/edg/share/java/

edg-java-security-trustmanager-client.jar
santag.Log4jJar /usr/share/java/log4j.jar
santag.BouncyCastleJar /usr/share/java/bcprov-jdk14.jar

Figure 2.2: SANTA-G Sensor Example LCFG Profile

The various parameters for configuring the Sensor are as follows:

cglocation the path to the CrossGrid installation. This will most likely be /opt/cg.

SiteId the ID of the site hosting the Sensor.

Sensor indicates that this configuration is for the Sensor component, should be set to yes.

QueryEngine indicates that this configuration is for the QueryEngine component, should be set to no.
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SensorType this should specify the type of Sensor, should be set to either STATIC, DYNAMIC, or
SNORT.

QueryEngineHost this should be set to the fully qualified domain name of the machine hosting the
QueryEngine.

QueryEnginePort this is the port that the QueryEngine is listening on for incoming connections from
the Sensor.

FsPort this is the port that the file server will listen on for file access requests from the QueryEngine.

QueryEngineDn this is the DN of the authorised QueryEngine. Access to files will only be allowed for
the host with the DN specified here.

CaCertificates this is the path to the trusted CA certificates that will be used to valid the certificate
presented to the FileServer.

SensorQueueSize this is the maximum number of Tcpdump log files that a dynamic sensor will main-
tain in the queue.

SensorMaxFileSize this is the maximum size in Mb of each Tcpdump logfile in the queue.

SensorArchive this tells the Sensor what to do when the maximum queue size is reached. It will either
delete or archive the oldest file in the queue. Should be set to either DELETE or ARCHIVE.

SensorTcpDumpArgs these are the arguments to use when invoking Tcpdump.

SensorTracePath in the case of STATIC sensors this is the directory that contains the pre-obtained
Tcpdump log files. For DYNAMIC sensors this is the directory into which the generated log files
will be written. For SNORT sensors this is the directory in which the SNORT alerts file is stored
along with the SNORT log file.

SensorStaticLogFileName if you are running a static sensor this is the base filename of the set of
logfiles contained in the directory specified in the SensorTracePath, i.e. if the logfiles in the directory
are: hostname, hostname2, hostname3, then this should be set to hostname.

SnortAlerts if configuring a SNORT Sensor this should be set to indicate the type of alert SNORT is
generating. It should be set to either FAST, or FULL.

EdgTrustClientJar the path to the EDG Java Security trust client jar file.

Log4jJar path to the Log4J jar file.

BouncyCastleJar path to the Bouncy Castle jar file.

2.3 Manual Post Installation Steps

If the SANTA-G system is installed using LCFG no manual installation steps should be required.

It may be necessary, if this has not previously been carried out, to configure the R-GMA API on both
the QueryEngine and Viewer host machines. To do this you should run the R-GMA configuration script:

$EDG_LOCATION/sbin/edg-rgma-config

$EDG LOCATION is /opt/edg by default. Answer the questions and the script will configure the R-
GMA. The defaults should be correct in most cases. You will need to enter the hostname of your R-GMA
host. This the machine running the R-GMA Servlets. Information on the installation and use of the
R-GMA can be found in [RGMAINSTALL] and [RGMAUSER].
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3 Manual Installation

3.1 Download

SANTA-G RPMS:
https://savannah.fzk.de/distribution/crossgrid/autobuilt/i386-rh7.3-gcc3.2.2/wp3/RPMS/

SANTA-G LCFG RPMS:
https://savannah.fzk.de/distribution/crossgrid/autobuilt/i386-rh7.3-gcc3.2.2/wp4/RPMS/

SANTA-G Source:
https://savannah.fzk.de/cgi-bin/viewcvs.cgi/crossgrid/crossgrid/wp3/wp3 3-moninfr/wp3 3 2-santag/

SANTA-G JUnit Tests:
https://savannah.fzk.de/distribution/crossgrid/crossgrid/wp3/wp3 3-moninfr/

RGMA RPMS:
http://hepunx.rl.ac.uk/edg/wp3/downloads/releases/index.html

RGMA Dependencies:
http://hepunx.rl.ac.uk/edg/wp3/downloads/deps.html

Tcpdump:
https://savannah.fzk.de/distribution/crossgrid/crossgrid/wp3/wp3 3-moninfr/

SNORT:
http://www.snort.org

Ant:
http://hepunx.rl.ac.uk/edg/wp3/downloads/deps.html

3.2 Installation from RPM

To see if the system has been installed, type:

rpm -q cg-wp3.3.2-santag-common

and it will tell you the version of the rpm which was used. There are other rpms which may have been
installed. The full set is:

cg-wp3.3.2-santag this is the full system. This RPM contains all of the SANTA-G components.

cg-wp3.3.2-santag-common this is the base rpm and is depended upon by all the others. It contains
the configuration files.

cg-wp3.3.2-santag-queryengine contains the full set of files needed to run the SANTA-G QueryEngine.

cg-wp3.3.2-santag-sensor contains the full set of files needed to run the SANTA-G Sensor.

cg-wp3.3.2-santag-viewer contains the full set of files needed to run the SANTA-G Viewer.

cg-wp3.3.2-santag-doc contains the full set of SANTA-G documentation. Includes the Java APIDOC,
aswell as the installation and user guides.
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cg-wp3.3.2-santag-examples contains a set of example TCPdump logfiles which can be used to test
your SANTA-G installation.

The following provides an example deployment. The QueryEngine can be installed on any node that has
access to the R-GMA host, and to which the Worker Nodes have access. The Viewer can be installed on
any node that has access to the R-GMA host.

Worker Node: (hosts the SANTA-G Sensor component)

1. cg-wp3.3.2-santag-sensor

(a) cg-wp3.3.2-santag-common

2. cg-lcfg-santag

3. edg-java-security-client

4. Java

5. Tcpdump >= 3.7.2

6. Snort

Storage Element: (hosts the SANTA-G QueryEngine)

1. edg-rgma-api-java

(a) edg-rgma-common

2. edg-rgma-sqlutil

3. cg-wp3.3.2-santag-queryengine

(a) cg-wp3.3.2-santag-common

4. cg-santag-lcfg

5. Java

Workstation: (hosts the Viewer, can be any node with access to R-GMA Registry host machine via port
8080)

1. edg-rgma-api-java

(a) edg-rgma-common

2. edg-rgma-sqlutil

3. cg-wp3.3.2-santag-viewer

(a) cg-wp3.3.2-santag-common

4. Java
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3.3 Installation from source

In order to build the SANTA-G NetTracer first the code must be obtained from the FZK CVS repository.
Check the code out into a directory $SANTAG LOCATION. Then follow the steps below. The only
additional build time requirement is the java build tool Ant.

• To build the software, enter the command ant.

ant

• To install the software type:

ant -Dprefix=/path/to/install install

• The set of RPMs can be built by issuing the command:

ant rpm

• To build the user documents:

ant userdoc

• And to build the api documentation:

ant apidoc

3.4 Configuration

If the R-GMA has not previously been configured then it is necessary to configure the system on both
the QueryEngine and Viewer host machines. This is done by running the edg-rgma-config script found
in $EDG LOCATION/sbin (/opt/edg/sbin, by default) directory.

$EDG_LOCATION/sbin/edg-rgma-config

This script asks a number of questions. The default answers should be correct in most cases. The
variable that must be set is the hostname of the machine hosting the Registry and Schema servlets.
Installation [RGMAINSTALL] and user guides [RGMAUSER] for the R-GMA can be found on the R-
GMA website:
http://hepunx.rl.ac.uk/edg/wp3/documentation/index.html.

A script is provided to ease the configuration of the SANTA-G system. It is contained in the $CG LOCATION/sbin
directory. To configure SANTA-G run the SANTA-G configuration script:

$CG_LOCATION/sbin/santag-config

You will be asked a number of questions. The first is the directory in which SANTAG is installed,
(/opt/cg by default). When the script completes it will create two configuration files in the $CG LOCATION/etc/santag
directory, QueryEngine.conf and Sensor.conf. These files can be edited by hand if required. The answers
given to the configuration script questions will be saved in a file named santag-defaults, also stored in
the $CG LOCATION/etc/santag directory. The script also creates the init.d scripts used to start the
SANTA-G services. These can be found in the $CG LOCATION/etc/init.d directory.
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3.4.1 List of Configuration Files

QueryEngine: $CG LOCATION/etc/santag/QueryEngine.conf

Sensor: $CG LOCATION/etc/santag/Sensor.conf

3.4.2 Editing the Configuration Files

They files listed above are automatically generated by the configuration script, but may also be edited
by hand if required. The following describes the entries in the files and their use.

QueryEngine.conf

This file contains configuration variables used by the SANTA-G QueryEngine.

SITE ID this identifies the site on which the QueryEngine will run, e.g. csTCDie.

PORT the QueryEngine listens for communications from two sources, the CanonicalProducer Servlet,
and connecting Sensors. It listens for these communcations on the port number specified here.

QUERYENGINE.LOGGING the QueryEngine can maintain logs of all the messages it receives from
connecting Sensors and the RGMA, aswell as the time it received them. If this variable is equal to
ON, then logs will be maintained. If OFF the QueryEngine will make no log entries.

QUERYENGINE.LOGLOCATION if logging is turned on, by setting the variable above, then this
variable can be used to set the location in which to store the log files. You should ensure that the
directory specified exists and that you have write permissions on it.

QUERYENGINE.LOGFILESIZE this specifies the maximum size of a log file in Mb. When this
size is reached the file will be closed and a new log file started. Log files are created with the
hostname and the date on which the QueryEngine was started. Subsequent log files are identified
by a number being added to the base filename, 0, 1, 2, and so on.

QUERYENGINE.MAXNOFILES the logger writes to a rotating set of log files. This specifies the
maximum number of files to use in the set.

Sensor.conf

This file contains configuration variables used by the SANTA-G Sensor.

SENSOR TYPE a Sensor can be run in three modes, static, dynamic or snort. A static sensor (set
the variable to STATIC) is used if there is a pre-exisiting set of log files. A dynamic sensor (set
the variable to DYNAMIC) will start TCPdump at runtime which will dynamically generate log
files. A SNORT sensor (set the variable to SNORT) is used to publish the SNORT alert file, and
associated log file. The sensor types and their uses are described in more detail in the SANTA-G
User Guide [SANTAGUSER].

QUERYENGINE HOST this is the hostname of the machine running the QueryEngine.

QUERYENGINE PORT the Sensor at startup registers with the QueryEngine to inform it that is
has started and to obtain an ID from the QueryEngine. This variable should be set to the port
number on which the QueryEngine is currently listening.
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FILESERVER PORT in order for the QueryEngine to access the log files stored on the sensors host
machine the sensor starts a FileServer. This is the port that the FileServer will listen on for
file requests from the QueryEngine. All communication with the FileServer is done over SSL
connections. The sensor authenticates the QueryEngine based on its host certificate.

QUERYENGINE DN this is the DN of the host certificate of the authorised QueryEngine host ma-
chine. Connections to the FileServer are only allowed for host with a valid certificate and files
are only served to the machine with the DN specified here. The DN of the host machine can be
obtained by running the following command:

openssl x509 -in /etc/grid-security/hostcert.pem -noout -subject

CA CERTIFICATES in order to validate the certificate presented to it during a file access the sensor
needs to know the path to the trusted CA certificates. This can be specified here. The default path
is /etc/grid-security/certificates/*.0.

QUEUESIZE a dynamic sensor writes network traffic data to log files. When a file reaches a certain
size it is closed and a new file opened. The sensor then continues writing to this new file. When the
number of files has reached the level specified by this variable the sensor, when it closes the current
file, opens a new file but then either deletes or archives the oldest file. In this way the number of
files can be controlled.

MAXFILESIZE this specifies the maximum size of the file. When this size is reached the file is closed
and a new file created.

SENSOR ARCHIVE as described above when a certain number of files has been generated the sensor
will either delete or archive the oldest file when it is starting a new log file. To delete the oldest file
set this variable equal to DELETE, to archive set the variable to ARCHIVE. If set to archive the
oldest file will be compressed and stored in an archive directory.

TCPDUMPARGS if you are running a dynamic sensor it will invoke TCPdump at startup. Here
you can specify the arguments to use. Certain arguments are not allowed, such as -c. If used the
Sensor will not start and an exception will be thrown. Refer to the TCPdump man pages, for more
information on the available arguments. If you are editing the configuration file by hand then the
arguments should be entered as they would be on the command line and quoted. For example:
TCPDUMPARGS="-a tcp or udp or icmp"

SNORT ALERTS if you are running a SNORT sensor then the Sensor needs to know the format of
the alerts being logged by SNORT. SNORT has two types of alert, FULL and FAST. This variable
should be set to one of these values, either FULL, or FAST.

TRACEPATH this is the full path to the directory that in the case of a static sensor stores the TCP-
dump log files. If you are running a dynamic sensor this is the directory into which the log files
will be written. In the case of a SNORT sensor this should be set to the directory into which the
SNORT alert file and binary log file are stored.

STATIC FILENAMES this is the base filename of the set of static logfiles, contained in the directory
specified in the TRACEPATH variable that you wish to publish. For example if the directory
contains the following set of files: hostname, hostname2, hostname3, then this variable should be
set to hostname. This is only used by a STATIC sensor.

3.4.3 Startup Scripts

The configuration script creates two init.d scripts. These can be found in the $CG LOCATION/etc/init.d
directory.
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cg-santag-queryengine is used to start the queryengine, the usage is as follows:

$CG_LOCATION/etc/init.d/cg-santag-queryengine start | stop | status | restart

cg-santag-sensor is used to start the sensor, the usage is as follows:

$CG_LOCATION/etc/init.d/cg-santag-sensor start | stop | status | restart

Both are controlled by a single configuration file, cg-santag.conf, which can be found in the $CG LOCATION/etc
directory. When installed the configuration file is written to the etc directory as cg-santag.conf.template,
so as not to overwrite any existing file. To use the file it should be renamed to cg-santag.conf.

3.4.4 Other requirements

If the Sensor is to run on a different machine to the QueryEngine, then the QueryEngine host machine
must have a valid host certificate. This is used by the sensor when authorising requests for remote file
access. Also if the Sensor is to be run in DYNAMIC mode it will need root privileges in order to start
TCPdump.

Environment

No Environment variables need to be set.

Users

No special users need to be created.

Ports

The ports used for communication between the sensors and the QueryEngine are configurable. The
QueryEngine will use the same port number for communication with the R-GMA server. The Viewer
requires access to the R-GMA host on port 8080.

Certificates

The QueryEngine host machine must have a valid host certificate signed by a trusted CA.

Folders

No special folders are required.
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4 Running and Testing

The following illustrates an example session in order to test the SANTA-G installation:

1. First start the NetTracer QueryEngine

$CG_LOCATION/etc/init.d/cg-santag-queryengine start

2. Then start the Sensor

$CG_LOCATION/etc/init.d/cg-santag-sensor start

3. Next run the Viewer script

$CG_LOCATION/bin/startupViewer

This will bring up the Viewer GUI.

4. The Viewer has two panels, the Packet View panel, and the Query Panel. The Packet View displays
packets from the log file graphically. Pressing View will display the first packet in the file. The next
and previous buttons allow navigation through the log file. The second panel, the Query Panel,
allows the user to enter an SQL query and execute it. Results from the query are displayed in a
table underneath the text area. SQL queries which can be entered are of the form:

SELECT {* | [Table.]column_name [, [Table.]column_name...]} ]
FROM Table
[ WHERE [Table.]column_name { = | < | > } value
[ AND [Table.]column_name { = | < | > } value, ...] ]

5. To simplify the construction of complex queries a Query Builder is provided. Pressing the Query
Builder button opens this in another window. The table to query should first be chosen, then the
fields of the table to be viewed. WHERE predicates can be added by pressing the add button in
the Where panel. Pressing build will close the builder and display the constructed SQL query in
the text area. Pressing execute will submit the query.

6. To stop the system, close the Viewer and then issue the following two commands:

$CG_LOCATION/etc/init.d/cg-santag-sensor stop
$CG_LOCATION/etc/init.d/cg-santag-queryengine stop

4.0.5 Testing

A number of JUnit tests, containing both system and unit tests have been provided in order to test the
SANTA-G system. The tests require JUnit version 3.8.1, which is available from the R-GMA dependencies
list.1. The tests, as they contain unit tests, require the SANTA-G software to be installed. They currently
only need the cg-wp3.3.2-santag-queryengine package to be installed. Also required is the cg-wp3.3.2-
santag-examples package. This package contains a set of sample log files, used to provide data for the
tests.

To run the tests:
1http://hepunx.rl.ac.uk/edg/wp3/downloads/rpms-deps.html
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1. Download the tests from https://savannah.fzk.de/distribution/crossgrid/crossgrid/wp3/wp3 3-moninfr/.

2. Un-compress and un-tar the tests archive.

3. Edit the santagtests-defaults file. This is located in the test/etc/ directory.

4. Set the values for the RGMA PROPS LOCATION, this is location of the rgma-defaults file, the
SANTAG LOCATION, this is where the SANTA-G software is installed, usually /opt/cg, and
the SANTAG EXAMPLES TRACEFILES LOCATION, this is the full path to the directory that
contains the SANTA-G example Tcpdump log files.

5. Build the tests by entering the test directory and typing ant. NOTE: if the build fails at
this point because the JUnit classes cannot be found this is most likely due to the
JUnit path not being set correctly in the rgma-defaults file. To correct this edit the
rgma-defaults file (in /opt/edg/var/edg-rgma by default) and correct the path in the
JUNIT JAR entry.

6. When built start the QueryEngine, $CG LOCATION/bin/startupQueryEngine start.

7. Then run the tests, from the test directory ./santag-tests swing.

4.1 Log Files

The QueryEngine logs to the directory specified in the QueryEngine.conf configuration file. The filename
is in the format hostname log.date.n, where n is the file number. The log file contains all messages
received from both the R-GMA server and the Sensors. Also any errors that occur are logged.

Two additional log files are maintained in the $CG TMP directory, santag sensor.out and santag queryengine.out.
These will contain any unexpected errors encountered, or errors that occurred during startup of the ser-
vices.
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5 EDG License Agreement

Copyright (c) 2005 CrossGrid. All rights reserved.

This software includes voluntary contributions made to the CrossGrid Project. For more information on
CrossGrid, please see http://www.eu-crossgrid.org.

Installation, use, reproduction, display, modification and redistribution of this software, with or without
modification, in source and binary forms, are permitted. Any exercise of rights under this license by you
or your sub-licensees is subject to the following conditions:

1. Redistributions of this software, with or without modification, must reproduce the above copyright
notice and the above license statement as well as this list of conditions, in the software, the user docu-
mentation and any other materials provided with the software.

2. The user documentation, if any, included with a redistribution, must include the following notice:

his product includes software developed by the CrossGrid Project (http://www.eu-crossgrid.org).

Alternatively, if that is where third-party acknowledgments normally appear, this acknowledgment must
be reproduced in the software itself.

3. The names rossGridand Gmay not be used to endorse or promote software, or products derived
therefrom, except with prior written permission by cgoffice@cyfronet.krakow.pl.

4. You are under no obligation to provide anyone with any bug fixes, patches, upgrades or other modi-
fications, enhancements or derivatives of the features, functionality or performance of this software that
you may develop. However, if you publish or distribute your modifications, enhancements or derivative
works without contemporaneously requiring users to enter into a separate written license agreement,
then you are deemed to have granted participants in the CrossGrid Project a worldwide, non-exclusive,
royalty-free, perpetual license to install, use, reproduce, display, modify, redistribute and sub-license your
modifications, enhancements or derivative works, whether in binary or source code form, under the license
conditions stated in this list of conditions.

5. DISCLAIMER

THIS SOFTWARE IS PROVIDED BY THE CROSSGRID PROJECT AND CONTRIBUTORS S
ISAND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY, OF SATISFACTORY QUALITY, AND FIT-
NESS FOR A PARTICULAR PURPOSE OR USE ARE DISCLAIMED. THE CROSSGRID PROJECT
AND CONTRIBUTORS MAKE NO REPRESENTATION THAT THE SOFTWARE, MODIFICA-
TIONS, ENHANCEMENTS OR DERIVATIVE WORKS THEREOF, WILL NOT INFRINGE ANY
PATENT, COPYRIGHT, TRADE SECRET OR OTHER PROPRIETARY RIGHT.

6. LIMITATION OF LIABILITY

THE CROSSGRID PROJECT AND CONTRIBUTORS SHALL HAVE NO LIABILITY TO LICENSEE
OR OTHER PERSONS FOR DIRECT, INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL,
EXEMPLARY, OR PUNITIVE DAMAGES OF ANY CHARACTER INCLUDING, WITHOUT LIM-
ITATION, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, LOSS OF USE, DATA OR
PROFITS, OR BUSINESS INTERRUPTION, HOWEVER CAUSED AND ON ANY THEORY OF
CONTRACT, WARRANTY, TORT (INCLUDING NEGLIGENCE), PRODUCT LIABILITY OR OTH-
ERWISE, ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES.
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A Troubleshooting

The SANTA-G system is dependent on the R-GMA being installed and correctly configured. The R-
GMA installation and user guides can be found on the DataGrid WP3 web site.1. These describe how
to setup and configure the R-GMA. A number of common errors which effect SANTA-G are described
below, most are related to an incorrectly configured R-GMA system:

1. The R-GMA props directory has not been entered in the SANTA-G configuration
script correctly. SANTA-G needs to be able to find the R-GMA props directory ( the directory
which stores the R-GMA configuration files) in order to access the rgma-defaults file. This file
contains the paths to the R-GMA jar files which SANTA-G needs. If the R-GMA props directory
is incorrect then the following error will be reported when either the QueryEngine or the Viewer is
started:

Exception in thread "main" java.lang.NoClassDefFoundError: org.edg.info.RGMAException

To correct this first locate the R-GMA props directory. The default location is /opt/edg/var/edg-rgma.
Re-run the santag-config script and make sure that this is the value entered for the R-GMA props
directory location.

If it is correct then the rgma-defaults file may not be correct. Enter the R-GMA props directory
and edit the rgma-defaults file. Check that the file contains the correct path to the jar files. You
should also re-run the rgma-config script to re-generate the file.

2. The log4j system is incorrectly configured. The R-GMA uses a java logging tool called log4j.
If this is not correctly configured then error messages will be printed out at QueryEngine or Viewer
startup. The error message is of the form:

log4j:ERROR Could not find value for key log4j.appender.A1
log4j:ERROR Could not instantiate appender named "A1".

In order to correct this error you must edit the default log4j.props file which is installed with the
R-GMA. This file can be found in the R-GMA props directory. Open the file and uncomment the
following line:

log4j.appender.A1=org.apache.log4j.ConsoleAppender

For more information on log4j see the project website2.

3. The Viewer starts but displays the error message ”Could not collect file header in-
formation”. This indicates that the Viewer was not able to obtain information from the log file.
The most likely cause of this is that the QueryEngine was not able to access the remote file server
running on the sensor host. You should ensure that the DN of the QueryEngine’s host certificate
has been correctly entered in the sensors configuration file, and that the QueryEngine has a valid
host certificate. The other possibility is that a firewall is blocking the communication between the
QueryEngine and the Sensor host machine.

1http://hepunx.rl.ac.uk/edg/wp3/
2http://jakarta.apache.org/log4j/docs//
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B JIMS Plugin

A plugin is available for the SANTA-G QueryEngine that allows for the publication of a subset of the
information captured by JIMS into the R-GMA. JIMS is a JMX-based Infrastructure Monitoring System
developed within the CrossGrid Grid Monitoring task.

B.1 Plugin Installation

The plugin is distributed as an RPM that should be installed on the machine hosting the SANTA-G
QueryEngine. The RPM can be obtained from the following URL:

https://savannah.fzk.de/distribution/crossgrid/autobuilt/i386-rh7.3-gcc3.2.2/wp3/RPMS/

The RPM dependencies are as follows:

1. cg-wp3.3.2-santag-queryengine

2. cg-wp3.3.3-jims-client

B.1.1 LCFG Configuration

Once the plugin has been installed it must be configured. If you are using LCFG the following steps
should be followed:

1. If the R-GMA has not yet been configured: /etc/obj/rgma configure

2. Re-configure the SANTA-G QueryEngine: /etc/obj/santag configure

3. Start the QueryEngine: $CG LOCATION/etc/init.d/cg-santag-queryengine start

B.1.2 Manual Configuration

If you are not using LCFG then the following manual configuration steps must be carried out:

1. If the R-GMA has not yet been configured: $EDG LOCATION/sbin/edg-rgma-config

2. Re-configure the SANTA-G QueryEngine: $CG LOCATION/sbin/santag-config

3. Start the QueryEngine: $CG LOCATION/etc/init.d/cg-santag-queryengine start

B.2 Plugin Configuration File

The plugin can be configured by editing the JIMSPlugin.conf file, found in the $CG LOCATION/etc/santag
directory. This file allows you to specify the update interval of the plugin. The update interval defines
how often information should be gathered from the JIMS system and published to the R-GMA. The
default value is every 15 minutes. The plugin streams the collected JIMS information to the central
CrossGrid R-GMA server located in TCD. Here the information is aggregated and stored by using an
R-GMA Archiver. Users can access the stored data by using an R-GMA Consumer. Information is stored
for 24 hours. Any tuple of information older than this is deleted. If a particular site wishes to hold data
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for longer than this they should construct their own Archiver that holds data for a longer interval. Details
of of how to create Archivers and Consumers can be found in the R-GMA User Guide [RGMAUSER].

In the configuration file it is also possible to define the location of the Soap Gateway host. This is the
host you use to contact the JIMS system running in a particular site. The plugin will first attempt to
determine this host by using the $CG LOCATION/etc/cg-site.cfg file. The default location for the Soap
Gateway is the computing element (CE) of the site. If this file is not present, or the Soap Gateway is
located on a machine other than the CE, then the hostname has to be specified in the plugin configuration
file.

Any errors that occur during startup, or operation of the plugin, will be logged to the QueryEngine logfile.
This can be found in the directory specified in the QueryEngine configuration, $CG LOCATION/var/log/santag
by default.
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